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MHOPMaLMOHHOWU
6e3onacHOCTU opraHu3auu

Hally KOHTaKTbI:
8-800-333-75-90
sales@awasoft.ru

www.awasoft.ru
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RuSIEM

Poccunckasa komnaHus, 3aHMMatoLasica co3gaHnem peLleHn B obnacTu
MOHUTOPUHra 1 yrnpasneHnusa cobbiTuaMn MHpopmalnoHHON 6e30NacHOCTH
n T-nHQpacTpyKTypbl HA OCHOBE aHanus3a AaHHbIX B pearibHOM BpeMeHHU

OpHa 13 BeayLwmx BbICOKOMPON3BOAUTESNbHLIX U MOSTHOMYHKLMOHANbHbIX
poccuncknx SIEM-cuctem no COOTHOLLEHUIO LieHa/KavyecTBO
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RUSIEM cewnyac
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RUuSIEM - 31O agpo
cuctembl MHOPMALMOHHOUN OE30MacCHOCTMU

TexHonorna SIEM obecrneuynBaeT MOHUTOPUHT N aHanmM3 cobbITU B pearibHOM BPEMEHM,
NCXOOALLNX OT CETEBLIX YCTPOMUCTB N NPUSTOXEHUN, N MO3BONSET pearMpoBaTb HA HUX O0
HaCTYMMNeHNs CyweCcTBeHHOro yuiepba
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Cxema pabotbl RUSIEM
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[TOHATHBIV NpUHUMN paboTbl RUSIEM

Co6op Hopmanusauus OGoraweHue Koppensauus BbisaBneHue
coObITUMN cooObITNA U cCUMNTOMAaTUKa coObITNN MHUUOEHTOB
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Uem yHUKanbHO pelleHne RUSIEM

oo
= 37 ar’ =
He Tepsiem cobObITUA No-code NMonHocTbO NnogxoauTt MakcumanbHbIN
noa Kputepum npeaycTaHOBNEHHbIN
MMnopTo3amMeLeHUs coyHKLMOHanN
= Lo G2 0
UHTYUTUBHO NOHATHbLIN U MoakntoyeHune nbbIX Real-time n ncropuyeckas UHTerpaumsa c FrocCOIMNKA
«ApYXenbHbIN» MCTOYHUKOB AaHHbIX Koppenauua «U3 KOPOBKN»
UHTepdenc
B &
OnTMMmanbHOe COOTHOLIEeHne B3aumopencrteue PaspaboTtka u nogaepxka
c OnHUEPT OT BeHAoOpa

LeHa/Ka4yecTBO Ha pblHKe
Poccum
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JlnHenka npogyKToB

v =

RuSIEM RVSIEM (iree)
4 KoOMMep4eckas Krlaccu4yeckoe
‘7 Bepcuda knacca SIEM pelleHune knacca LM ‘)
RUSIEM loC RuSIEM WAF
MoAaysrb MHOWKaTOPOB Q pelleHne anga 3awunTol
KOMMnpomeTauum BED-NPUITOKEHNN

RuSIEM Analytics

MOAynb Ansa aHanmaa
coObITUN, OCHOBaHHbIN HA ML
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Moaynbs RUSIEM loC °

[103BONAET BbIABUTL Yrpo3dy Afd KoprnopaTuBHLIX YCTPOUCTB B BMAOE
NONbITOK CBA3aTbLCA C BPeO4OHOCHOW MHMPACTPYKTYPOU
3NOoyMbILLUNIEHHMKA

*  Mogaynb nogrpyxaet B cuctemy nHgopmauuto o6 IP-agpecax, nomeHax, URL, xawax BINO

« Kak Toneko SIEM-cuctema domkcupyet B ceTeBOM NOTOKE UM XOCTOBOW aKTUBHOCTU
oOpallieHmne K pecypcam, KoTopble eCcTb B ba3e, oHa coobLuaeT 06 3ToM onepaTtopy, yKkasbiBas,
Kakou KOHKPETHO anemMeHT UT-nHdpacTpyKTypbl CKOMMPOMETUPOBAH U TPEBYET «nedveHns »
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Moaynb RUSIEM Analytics

BbigBrneHne noBegeH4Yecknx aHomanmm
Ha OCHOBEe CTaTUCTUKM B Cny4vasax, Korga
NOrMKY MHUMOEeHTa HEBO3MOXHO onucaTb
npaBunammn Koppenaumnm

TexHONOrM4HOCTb anropuTMOB MaLLUNHHOIO
00y4YeHNs1 NO3BOMNSET BLIABMATL HA paHHEW
cTaguu U npepoTBpawlaTb BO3MOXHbIE
nHUmaeHTbl b
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BapunaHTbl pasBepTbiBaHNA CUCTEMBI

[ RuSIEM
[onoBHas HoOAOA

‘ RuSIEM l l Collector l l RvVSIEM free collector \

dunman 1 dunman 2 dunman 3
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PeweHne — RUSIEM

/o\ RUSIEM

BCE& nog KOHTPOEM

OgHa 3 cambix BbIroaHbIX SIEM

VIHdbopmMmaLunoHHaa 6e30nacHOCTb
[OCTYrNHa KoMnaHmsm nroboro ypoBHS

X

RUSIEM
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JlvueHsnposaHmne RUSIEM

KonnyecTtBO COOLITUU B CEKYHAY
Event per second (EPS)

2 000
« MogaynbHble cneumdmkaumm 3000

4 000
« BECCPOYHbIE 1 cpo4Hbie nmueH3um

« PaspaboTka CrNoXHbIX Mapcepos 20 000

« PaspaboTtka npasun koppenaumm 80 000
100 000

R O RUSIEM
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RUuSIEM gnsa kpynHoro busHeca

be3nvumMmuTHasa nuueH3us

3TO YHUKaNbHbIN BUA NUueH3npoBaHus peweHunn RuUSIEM
OA ﬂ,eI7ICTBI/ITeJ'IbHO KPYMNHbIX OpFaHI/I3aLI,I/IIZ KaK KOMMEpPYECKOro, Tak n rocygapCrtBeHHOro cekTopa

HeorpaHn4yeHHOE KONMYeCTBO

YyCTPONCTB EPS YCTaHOBOK KONNeKTopoB

[MOKoe ynpasrieHne 6o KeToM

* HeorpaHnyeHHoe macluTabupoBaHmne Nod KONMYEeCTBO YCTPOMNCTB U OUInaros
* MHgmBuayanbHas nogaepkka u HacTponka noa 3agavm busHeca ot BeHaopa
B cpeaHem MO CPaBHEHMIO CO CTAHAAPTHBIMU NINLEH3NSMU
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RUuSIEM WAF

MHTennekTyanbHas cuctemMa 3aLimTbl BED-NPUNOXKEHUN OT aTak U
YA3BMMOCTEN OJ1A9 onepaTuBHOro NpeaoTBpaLLleHnsa yrpos, rmbkon
HacTPOWKK npaBun dpunsrpaunn n nHterpaumm c cuctemamu b

KoHCTpyKTOp Npasun

[Mbkasi cuctema HaCTpPOWKM rMpaBun Koppensumn
* Bbibop tasbl paboTel NnpaBmna
Bo3aMOXXHOCTb NOCTPOEHMUs Kackaga npasus (cpaboTka ogHoro npasuna, NPoBoUMpPYeT paboTy

OpYroro)
Manoe notpebneHne pecypcos

B0O3MOXXHOCTbL 3anycka B KOHTEMHEPU3NPOBAHHOW cpeae
[Mogaepikka Astra Linux
Bbicokaga npon3sBoanuTenbHOCTb
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JInueHsnposaHme RUSIEM WAF

Konn4yecTtBO 3anpocoB B CeKyHAY
Requests per second (RPS)

1

 MoayrnbHble cneymgukaumnm 10 000
20 000
« BECCPOYHbIE n cpo4vHble nuueH3nu 30 000

« Paspabortka npasun 100 000
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ogAepXKKa Ha Bcex atanax

MUIIOTHOIO NPOEKTa 1 B NpoLiecce BHEAPEHUS

KAM nop, AHaNUTUK Pre-Sale noa
NPOEKT NPOEKT
RUuSIEM
[Moonepxka c PykoBogutenb

BHEOPEHNEM VIHKeHep NpoekTa
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HeKOTOpre yCheluHble NMPOeEKTb

E ‘ BU3KOMM POC3KCIMBAHK

27 ) uoaa . & PCXB I{(

P CTPOXOBAHUE KPM“TOHMT

rKY CK «<KPAEBOW LIEHTP
WH®OPMTEXHOINOIMM1»

EENRANE S 4

_ |ﬂ' nPUM
MPO®ECCUNOHAJIbHbLIN @ TEMNO
DataSpace HerocynapcTeeHHbIA NeHCHOHHLIA choHA, -\i’a JHEPIO

%) 3P-TENEKOM fb MErA@oH
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BNaroAapcTBeHHOe MUCLMO
Yeaxaemsiit Poman Anexcanaposuu!

HacToswum komnauus «AKCOH» swipaxaer GnarogapHocts OO0 «PyCMEM» sa
NapTHAPCKOE y4acTWe B DPearvipOBAHMW Ha WHUMAEHT WMHBODMAUMOHHON Ge30NacHoCTH,
MMKBAAALMIO €O NOCNEACTBUA W COAGACTBIE B AANBHEMIEM YKPENNEHUA NEpUMeTPa JALMTHI
KomnaHuK Ha Base SIEM-cucTembl coBeTBEHHOM PaspaBoTki KOMNaHUK,

AKCOH — KpynHefwan poccuiickan AMHAMMNHO PasBHBAIOLYSACH CETb MArasHOB ANA
AOMA W DEMOKTA C OMHUKAHAMIBHOR CHCTEMOR NPOREK W BBICOXMM YPOBHEM NOTMCTUYECKOTD
cepavca. Komnanun npeactasnewa 8 3 deaepansieix okpyrax, 10 oBnacTax u 14 ropogax
AKCOH 3aWMaET 2 MECTO CPEM OTeVECTBEHMbIX DHTENEPOB NO KONMMECTBY CEPSMCOS

POIHMUHBIX M ONTOBO-POIHUMUMBIX ONEPATOPOB  Cerme

3HauuTenbHan AONA GMIHECE KOMNAHUM NPUXOAUTCA HA OHNAMM-KAMANLL TaK, eXeMeCcAuHLIA
TPAUK MHTEPHET-MArasuHa COCTABNAET 1 MW noceTUTened. B 3TOM CBRSM HENPEPLIEHOCTH
NPaKTHMECKH MioGbix IT-POLIECCOB UMEeT KIoueBse sHaveHIe ANA BUsHECa KOMNaHIK.

B mapte 2021 rofa Kownaws Moaseprnack Mowmewei kaGeparaxe. B Pocchu Ha
RAHHBIA  MOMEHT NPaKTWMECKN OTCYTCTBYIOT TPEOOBAHMR K OGECTIEueHHO
MHBOPMALMOHHO BE3ONACHOCTY UHBOPMALMOHHBIX CHCTEM Ha CTAZWM WX PaspaBoTi. OveHs
HEMHOTUE IT-KOMNaHWN YRenAIOT KUBepYCTORIHBOCTH CBOMX PeLEHHi HEOBXORNMOE BHHMaHHe, B
PESynbTaTe Aaxe Te OpraMusaLMv, rae PaspabOTaHbi i BHEAPEHS! NOMUTAKN W COBMIOARITCA
CTAHAAPTSI MHDOPMALMOKHOA BE3CNAcHOCTH, CTANKUBAKTCA © PUCKaMK PEANUIAUMA PANUUHBIX
¥7Po3. B Hawwem criyuae 3o Gbina aTaxa NPeCTYNHO/ rpyNMs, KOTOPaR HCMONBIOBANA YRIBUMOCTH
MHOCTPaHHOTO 1O, NoNyMNa AOCTYN K GUCTEMEM YNDABNEHWR PAIOM CEPBHCOB, NepexsaTkna
AOCTYN K 4ACTM U3 HUX, 3ANPPOBANA AaKKbIe U NOTPEBOBANa YNNATLI BLYNA & TeueHHe AByX
CYTOK. B Gnyuae OTKa3a INOYMBLNEMHMKA VIPOWANM 3aBROKMPOBATH ACCTYN Xo Beem
YNPABNAIOWIMM COPBEPAaM, TO 6510 Gbi PABHOCANLHO MONHOM OCTAHOBKE BCEX GMIHEC-
npoyeccos.

Heo6x0AuMO B6ino MPUKATS PeweHIe: BBINNATHTS BIKYN 1 HE OBPALLATLCS 38 NOMOLI
7MBO HafTW KOMNAHMIO, KOTOPAR B ONEPATUBHOM PEXMHME W NPOBECCHOHANSHO OBHADYWHT
YTPO3b, YCTDAHAT WX, 38GNIOXMPYET INOYMBANEHHUKAM ROCTYN K MHDPACTRYKTYPE 1 YCTAHOBHT
CUCTEMy ANA NPEAOTBPALIGHWA NOAOGHBIX YTPO3 B AanbHEMWeM, a Takke OBGPaTWTRCR 3a
nomowseio 8 BCTM MBA Pocciy

Cpean CyLIeCTBYIOWMX Ha PoiHKe peluenwit BLIGOP Bbin caenaH & NoNb3y peweHus or
OO0 «PyCHEM». YWATHBAA TEPPUTOPMANbHYK PACMPERENeMHOCT: Hawed KOMNaMun
KOMUEcTBO 06OpyA0BaHIA B KAXAOI TOKALMM, K OAUH APYTOi NDOAYKT He pewan Hawy sagauy.
Yxe B feHb ODPAlieHMA CREUMAnuCThi KOMNAHMA NOAKNIOMMMMCH K paccneaosanmio. OT
06paLLeH#s 40 GNIOKMPOBKW YrPO3bl M PA3BEPTLBAHWA NONHOLEHHOR SIEM-CUCTEMH! NPoWNo Asa
4aca, NP 3TOM Mbl He HABMIAANIM KAKAX-NUGO CIOXHOCTER C WHTerpaLeR. B Tewenwe cyTok
Gbini BLIABNEHDI TOUKA NPOHAKHOBEHWA W 33PAXEHHbIE Y3Nbi, OFPAHWMEHO PACNPOCTPaHeHHe
BrO, W30NMPOBAH CKOMNPOMETHPOBAHHBI CETMEHT CETH W BLICTDOEM NEPHMETP 3aLWTHI
CobpanHie AaHHbie GbiM NEPEAANbI COTPYAHHKAM OPraHoB

Ha CeropuswHwh Aekb cucTeMa nossonuna komnasun «AKCOH» pewnTs crieayioyme
KIIOUEBLI@ C TOMKA IDEHUA OBECNENEHNA HEMPEPBIBHOCTM GMIHECE W KUGEPYCTOMMBOCTM ero
npoueccos 3aaaqm

PEANKIALMA KaYECTBEHHOTO MOHWTOHHTA MPOMCXODALWMX B WHGpPAcTPyKType OO0

«AKCOH» coBbiTuit BesonacHocTy

CO3RAHME EANHONM TOUKN BXOAAE,

HACTPOMKa KOHTPONA U 32T NEPUMETP;

PaspaGoTKa U BHeApeHMe yChneHHoR MB-nonTyk

Pewense «PyCUEM» NoMOraeT Ham B PeanbHOM BPEMEHW OLEHWBATH 3ALIMLIEHHOCTS

MHDODMALMOHHLIX CHETEM W MUHMMWIUPOBATL PHCKW WHGIOPMBLMOHHOR BeaonackocTy. Tax, ¢
MOMEHTA PaIsepTLIBAHIA CHCTOMSI G0 NPEAQTBPALIEHD HECKONBKO BOIMOXMBIX MHLIWAEHTOB.

0% YPAANCVB

CTPAXOBAHME

Viex. Ne f‘f -_or 14 £22021r B 000 «PyCUEM»

BnaropapcreenHoe nucsmo

000 CK "YPANICHB CTPAXOBAHME" (OFPH 1027739608005, MHH 7606001534, KT 772801001)
(Ranee ~ Kounarus) B NMUE 3aMECTHTENR TEHEDANBHOND ADEXTOP2 N0 UT W ONEPALIMOHHON AEATENBHOCTH
ByxTo Bragucnasa Awapeeswsa, BuipaxaeT Gnaronapkocts OO0 «PyCUEM» 33 paspabarsy u weapewie
SIEM-cucTewst RUSIEM 8 Komnanwu, no3BOnWBLUEH NOBLICHTS IMEKTHBNOCTL BLABNEHNS NOTENLMANbHBX
MHUAQEHTOB WHDODMALMONMOR 6830NaCHOCTM M OBECMIEWHTH CBOEBDEMEHHOR PEArMpOBANWE Ha WX
Mpeanoxentoe omnanueir OO0 «PyCHEM» pewenme. n03B0nAeT oBECNeuUTs KOHTRONb COBMIOAGHHS
NIONUTHIN WHGIOPMALIMONNOR GE3ONACHOCTH, PELLAR CREAYIOLIE 3AAA4M

- KOHTPONb GONBLIOTD KONWNECTBA COBBLITMA, MOCTYNAOWMX C BHYTPEHHMX CHCTEM KDHTMUECKHX
CEIMEHTOB IBKAIHHKA W W3 NONISIOBATENLCKHX CErMENTOS;

- BbIABNENHE HOBBIX JTPO3 NyTEM KOPPEMALMM AGHHBIX M3 PAINMMBIX UCTOMHUKDS, BKAIOYES APM,
CEPBEPHYI0 NOAICHCTEMY, CeTEBSE KOMNOHEHTL;

- NIPOBEPKa FUNCTES NP MOSBNEHHH HOBLIX YRIBUMOCTEN W yIPO3,

UEHTPANKIOSAHHOE XPEHEHAE AaHbIX W GLICTPHIA NOWCK NO COBBITHAM MHGOPMALMOHHOR

6e3onacrocTw (nanee - VE),

- NOBEASHYECKMA BHANKI HA 53¢ COGPAHHOA CTATWCTMKM W BLIRBNEMWE CMYM3ES OTKNOMEHMA OT
CraTMcTHIeCKOR MORenH;

- FONYWEHHS YBEAOMNEHUA O BLIRBNEHHLX TOAOSPHTENbHBIX COBLTURX B KyPHANAX

Cotpyauuxn OO0 «PyCUEM» nomornw ycTanosuTs cuctemy RUSIEM, NOAKNIOMHTS WCTONMMGH,
HanucaTh U QOPaGOTATH PAA NapCepos. B pesynsTaTe Hawa KOMNANMS NONYSHNE WHCTPYMENT, IHAYUTENLHO
YCHODHBLUMA npOUECT 0BPABOTKA MHUASHTOB MB W OBECHEUBLUAA NoNyveHE TPEGYEmOR WHBOPMALIAW O
Cobbux UB B KOHCOMMAWPOBINNOM EBWae B OAHOM YAOGHOM WeTepdeiice. BNArOAGPA HCNONIOBAHMIO
XPEHALSACH B CHCTEME A0NONHUTENLHON MHBDOPMALMN, PACCNEAOBATE HHUMAEHTBI CTANO MAMHOTO NPoWe.

Mbi paCCUMTBIBAEM M3 TO, MTO C ONEPALMONNOM M IKOHOMMMECKOR TOMKM 3PEHWR DACXObi Ma
BHeapeHue cucTemsl RUSIEM oxkynsT ce6n 8 Gnukafiee spems, T

AMUHUMAIMDYET BOIMOXHIE SKOHOMUMECKAE OTDH OT MOTEMUMBNSHOW YTEMKW ASHHbIX KIWEHTOB MMM
XUUIEHHA ACHENHEX CHRACTS.

Buipaxaem wckpenniolo GRaroAapHOCTs Konnexusy OO0 «PyCHEMs 3a npocdeccromanmaw
ONEPATHBNOCTL W OTBETCTREHMBIA NOAXOA K peweww 3aga OO0 CK aYPANICME CTPAXOBAHVIEX
NOAHOCTI YAOBNETEOPEHE KSWECTBOM PasaTsi W YPOBHEM KOMNETEHLWM COTPYANMKOB OO0 «PyCHEM
DEROMEHAYET KOMNZHIIO k2K HAAEXHOFD N1apTHEpa

3amECTHTENS [EHEPANbHOrO ANPEKTOPa No UT
W OMEPBUMOHHOR ASATENBHOCTH

B0 THO
PAXCRAHME:

,El,pyrl/le HEKOTOPbIE YClrEeLlHble MNMPOEKTDbI

HerocynapcTEeHHbIM NeHCWOHHLIA hoHa,

HerocygapcTBeHHbI NeHCMOHHBIN GOoHA

MpodeccumoHanbHbIN

i

01.06.2022°
Bnnronapcrnenunc MHCBEMO

Hactosumim Herocynapersenuniii nencuonnbiii gonn «ITpodeccHonanbibiin
(AxumonepHoe 001LIeCTBO) BhipakaeT HCKpeHHIoK Gnaropaprocts 000 «PyCHE!

33 NOMONIL BO BHEAPSHWH W TEXHHYECKOH MOIGPAKKE CHCTEMBI OGHApY/KeHHS
BPCJOHOCHOH ~ AKTMBHOCTH, ~ MOHMTOPMHIZ M YNpPaBACHHS  COOBITHSMM
HHpopMaLmoRHOl GezonackocTH Ha Gaze SIEM-cuctemsl RuSIEM.

SIEM-cucrema RuSIEM  nossonuna HII®  «lpodeccnonanshsiity  (AO)
obecrieynTh cootBercTBie TpeGosannsm [lonokenns Barka Poccun ot 20.04.2021

757-I1 «O6 ycraHoBNCHMH OGH3ATEABHBIX VIS HEKPEAMTHBIX (HHAHCOBBIX
opranmsaumii  TpeGopamnmii Kk obecneuenmio saumiTe  MHOOpMauMM  npH
OCYLICCTB/ICHHH JSTEILHOCTH B  Cjepe (HMHAHCOBHIX PBINKOB B  LeEISX
TIPOTHBOAEHCTBHA OCYIECTBICHHIO HE3aKOHHBIX (PHHAHCOBBIX ONEpaLHiD).

Orpensio  xorenoch Gbl OTMETHTH NPOGCCCHOHANNIM, ONEPATHBHOCTL M
OTBETCTBEHHBIH Tonxon cotpyanukor 000 «PyCHEM» no ofecneuenmio
uHdopmannonHoit GesonacHocT.

PexomenjlyeM y4acTHHKaM (PMHAHCOBOTO CEKTOpa PhiHKa OOPaTHTh BHHMAHHE Ha
SIEM-cucremy RuSIEM npu peuienus 3anay, CBA3AHHBIX C BBINOJHEHHAMH
TpeGopannii FOCT 57580.1-2017.

HII®  «lIpodeccuonanpubiiity  (AO)  3amuTepecoBa B JanbHelieM
cotpyanndectse ¢ Kkowmmammeii OO0 «PyCHEM», passutun M coBMecTHOi
Peau3aLMH HOBBIX MACIITAGHBIX IPOCKTOB.

Hpesugent 10. A. 3Bepes

BU3KOMM

TeHepanbHoMy AMpeKTopy
000 «Biakomms P.A. Bopoxusy

E EN3KOMM 000 «PyCUEM»

KOpwweseOui aapec: Xnebaxeatoo MOTR, 4. 7, CT. S,
31, 3, N0M, X, Kow. 25, . 14, Mook, Poconm, 115230
PlowToauwh agpec: &/ 85, Moo, Poc

QFPH 1117746926593 J/ WHH 7714856880 // K 772901
Tenedon: +7 (495) 900-10-65

oo Biz-komm.n

WCX-BK-220418/-3 _

Hanpasnewnn  GnaropapcTsenHoro
a

YBaxkaemblit Poman Anexcanaposn

Bnaropapio Bac 33 NpoeccHOHANbHbIM NOAXOA, CBOEBPEMEHHYIO MOMOLb
W TEXHUYECKYIO MOAAEPXKY, OKasaHHylo cneuuanuctamn OO0 «PyCUEM» B xope
Peanu3auMM MEPONPUATHI NO CO3AAHMIO WHAOPMAUMOHHON CHCTEMbI MOHUTOPUHIa
W YNpaBnenns CoBLITUAMK MHDOPMALMOHHON Ge30nacHoCTV Ha 6a3e NpOrpaMMHOTO
obecnevenns «RuSIEM», wucnonsiyemoit B 000 «BusKomm» Ana ofecneveHs
NALEH3NPOBAHHON  AGATENBHOCTM MO  MOHUTOPMHTY COBBITHIA  MHGOPMAUMOHHOM
6e3sonacHocTu.

C ysaxwenunem,

3amectutens
reHepansHoro AupexTopa ‘ A.B. NecryHos
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AIKPLITAE AKUBISHEPHAE TABAPBICTRA ( ) BelFert OTKPLITOE AKIMOHEPHOE OBUIECTBO
«TOMEJICKI XIMINHBI 3ABO» > «FOMETLCKHA XHMHUYECKHIT 3ABOJL

246026, r. Tomenn d ya Xicamposcuas, 5, 246026, r. Fomens.
VHIT 400069903, OKTIO 002037143000
Oaxc: +375 23223 1242, ™n.: 4375 23223 1290

TenepasnbHoOMy AupekTOpY
000 «PyCUEM»
Bopouuny Pomany Aliekcanaposi

B1aroIapcTBEHHOE MHCEMO

OtkphiToe aKiHOHEpHOE 0611ecTBO «T OMENBCKHH XUMUUeCKHii 3aBOJ» ABSETCS
OIHHM W3 BeAYUWX NpennpHATHH Hedrexumuueckoii orpaciu Benapycn u
Kpynselimm B cTpare, BhiyckaooumM  docdopeosiepkanie  MuHepanbHbie
YAOGpeHHsA, OCHOBHEIMH 3371a4aMi KOTOPOTO ABIAIOTCA ofecnevenne noTpeGHoCTei
cenbxosnpoussoquteneii  PecnyGnuku  Bemapych, a  TalKke  WacTHUHOe
YIOBIETBOPCHHE 3apYGE/KHBIX PHIHKOB, B MHHEpATBHBIX YIOOPEHMSIX, CPEACTBAX
SAIATHL PACTEHHHt, npoueli XuMidecKoi npoxykuun (cynbduT Hatpus, dropucTaii
NOMHHHI, KPHOHT H [Ip.), NOBBILICHHE HX KaYeCTBa H KOHKYPEHTOCTIOCOGHOCTH Ha
OTEYECTBEHHOM M 3apyGekHOM DHIHKAX, CO3JAHMe YCTOBHA IS YCIELHOro
IKOHOMHYECKOTO PA3BHTHA NPE/NPUATHIL.

JUis  peanmsaumm  OCHOBHBIX 3aja4 HAWE MNPEANPHATHE MOCTOAHHO
COBEpLIHCTBYET CBOH TEXHONOTMM, B ToM uucie paszusas MT-undppactpykrypy,
BAXHOH YacThiO KOTOPOH ABNAIOTCS CHCTEMBI HH(MOPMALMOHHO! GesonachocTH. B
pamKax pasBHTHA HHQOpMaLHOHHON GesonacHocTH GbIT MPOBEEH pif MHIOTHBIX
npoextos Muorodynkunonansusix SIEM-cuerem.

Tlponykr kommanus RUSIEM cran ofamm 13 smaepos namero seiGopa nocne
NpOBeZCHNs MHIOTAa CcHCTeMbl. B Xone mpoekra Obina nposesena nospoGuas
NpeseHTalyd, BHeapeHue u Tectuposanne SIEM-cuctembi RuSIEM. Mer Gbum
MONHOCTBIO  Y/IOBNETBOPEHBl  pey/ibTaToM paGoTsl  cucTemsl.  Beipakaem
GnarozapHOCTe TeXHHuYeckoif Komanje komnannd RuSIEM 3a oneparusmyio

e 3a yCHewHoe NpoBejieHHe
masnoral

Tlepshiii 3aMecTHTENb AUPEKTOPA - # e
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Mornaésckaa OKb

Taiofsac ynpayaeiie ma axoBe 11apoya I'7aBHOE yIPARTENHE 110 IPABOOXPAHCHIIO
“Marieyckara aGABbIKAKAMA Mori€sekoro 00HEIOAKOMA

Yeranoss sxoass 11apof Yupeaaenne vipasooxpanenus
ariagyexan abaacuan
it
(Marisésexan AKE)

. Banmmiuxara-Bipysi, 12, 212026, r. Maria

TI'enepanbromy aupexropy 000
«PyCHEM»
Bopomuny Powaiy An

Brarozapersennoe michMo

Anmurnctpauns Y3 «Moruiesckas ofnacThas KaMmndeckas GOAbHHUIEA»
Bhipaxact GraronapHocth  KommaHmu  RuS 2 JTBHY H
Ka4ecTBEHHYIO paboTy, a Takke ONEPaTHBHYIO T UIEPKKY Ha BCeX
yranax. MoriiieBckan 0671acTHAS KIMHUYECKas GObHMLA NaauupyeT anbelilee
corpymmmiectso ¢ RuSIEM 8 cdepe ykpemienns xontypa ubopMausoHHOi
Be30nacHoCTH yupeKIeH s,

JIHHM M3 OCHOBHBIX (haKTOpoB Wis obecrevenns KauyecTBEHHOI pabors
IBHHLLL  SBIACTCK  TOCTOSHHOE passiTHe M  comepumiencrsopamme M-
mubpacm\n\pu M KoHTypa mudopmaumonmoii GesonacHoctn. B i
JICHHA  aTTECTAMH W AyAHTa Ha COOTBETCTBHE TpeGoBaHMAM GhiI0
ng)\lLH,‘IOBBMU uenonpsosanne SIEM. AHanuTHKa phiHKa NOKA3aa, HTO MyHIHM
TPOAYKTOM 110 COOTHOWICHHIO (YHKLHOHATHHOCTH/IICHA/KAYECTBO CTANO pelieHie
xomnauun RuSIEM.

SIEM-ciicrema RuSIEM e TOXbKO ycWiwia yposemb HMHQpOPMammonHof
GesonacHocTit Moriniesekol 061acTHOMN KiurHIeCKol GONBHHLL, HO H 103B0IHAA
COOTBETCTBOBATH TPEGOBAHHAM PErYASATOPOB M 3aKOHOAATE/BCTBA PecryGmmxu
Benapych. [ToMHMO Camoro BHEAPeHHS CHCTeMbi, GBiIO NPOBEACHO ONEPATHBHOE

1BOE 00y enHe COTPY1HIKOB GOIbHHLE 10 HACTPOIiKe H PaBoTe C CHCTEMOIE.

InaBubtii Bpay

wnm

MIMI(T)K‘Il\ TIA HAZSBBMAIRX CITYALIMSAX MHHHCTEPCTBO 110 YPEIBLIMARHMM CHTYAUSM
1YRIIKI BEAAPYCh PECTIYRANKH BEIAPYCh

JmAPM\iEHT JAEMNAPTAMEHT
A MATIPBISL) 1bllbl\ P)’]EPBA\ 10 MATEPHAJILHBIM PE3EPBAM
(I3SIPAPI3 (FOCPE3EPB)
san, 3, “oo\u T Mincx ya. Topaackoi sas, 3, 220030, r. Muscx
axc (017) 355 14 Tea. (017) 373 25 55, dakc (017) 355 14 55
gosrezerv@mehs. gov.by

000 «/luctpuenerem»
Or361B 0 COTPYAHHYECTBE

000 «/luctpucucTem» OCYIECTBHIIO A8 HAC MOCTABKY CHCTEMBI KJacca
SIEM (Security information and event management) ot xomnanu# RuSIEM.
TocTapnenHbIi IPOAYKT YCNEMIHO BHEAPCH CHIAMH CMEUHATHCTOB KOMIAHHH
RuSIEM u OO0 «/luctpucnctenmy. YCIOBHS J0r0BOPa M0 CPOKAM MOCTABKH K

aneHHoMy BHeapenuio [10 GbUi BLINoAHEHb MOIHOCTLIO.

XOTHM  OTMETHTh CHCTEMHBLII  MOJIXOA  BBICOKYIO  KBaTM(HKALHMIO,
200po3KeNaTENbHOCTH H KOMIETEHTHOCT] CISIMATHCTOB IPH OKasannH Y

Bnaronapum komnanmio Q00 «Tuctpucucrem» 3a anbaccumm,um.m
oaAX0T ¥ ZHHMATEISHOCTL K NOXKEIaHHAM AenapraMeHnTa no \h\TLpHR"l»HHN
pesepaam MiscTepeTaa no upesssitaiinbim cutyaunsm Pecny6amkn Benapyce.

Hauankuux Jlenapray

E.B.bounaps

anojuac ynpaynemme na axose 3papoya  [aBHOC YIFABACHNE IO 3APABOOXPANCHII
Marizgexara abnact Morienzkoro 06CTHITO
HCTIOTHHTEILHOTO KOMHTETA
ooxparei
«MATIEVCKASI ABJIACH! ) ASL ORIACTHASE
JBIAYAS BAJIBHILIAS UETCKAS BOJBHMLA
(Yeranosa axosst 371apoyis « MAJI5») (Yupexnersie spanocxpastesivt <MO, 15»)
xars-Bipy i, 9, 212025, " Morwic
45 uwe (077) 417460 4
Eomail b

2BLEB36M4OT001981430010C1
i Thpasve (ADBremrn WK b urm\ X
KIIC

Ha _
T'cHeparsHOMy ZHPCSTORY
00D «PyCHEN»
Boponuny Fomaiy

TeKcanapeDHty

aPCTBEHHOE MHCHMO

as oGnactHas ai GonbEMIA BRIpAXKAaeT G61aronapHOCTH

cneunanicTanm xomnani RuSIEM 3a nomouts npu Bueapenun u yeranonke SIEM-
CHCTEMbl /11 MOHMTODHHIA H ZHAIA3a CETeBOH aKTHBHOCTH B MH(PAaCTPyKTypy

eHuA

cva RuSIEM B XOfE NIIOTIONO TECTHPODAIIA NOKAIAAA COOIO

>QPEKTHBHOCTE M Pe3yIBTATHBHOCTh, NIOMOTas GECTPEpIBHO MOHHTODHTH i
AHAIM3APOBATH COGBITHA HHPOPMALIOHHOM De3CNacHoCTH B KOHTYpe GOIbHHIbI,
CAMLIM  COECHENIBAN COXPANNOCTL JGHHLIX CANLIX IOHLIX NAUMEHTOB

BHEJIPEHHOMY pelienio Morusiesekoi o6aacTHoil jetcxoil
poiitn  arrecrammo, u Temepe HT-mudpactpykrypa
.\\npu (€HWS COOTBETCTBYET BCEM HEOGXOAMMBIM FOCY IAPSTBEHHBIM CTAHJIAPTAM.
Crnenmamicti RUSIEM okasany nosHyio T0JAEP#KY B XOu¢ BHEAPCHMS M
OBYueHUs HALINX COTPYAHMKOB. BHPAKIEM DAANIEPIOCTL 8 BHCOKMIE YPOReHE
npodec 7TH3MA M HAZIEeMCS Ha JETLIEHITIZE NOROTBOPHOE CCTPY,IHHYCCTBO
y

R

WEB. Kackn

"O© BELSIEM
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MNeTepbyprckuid
Nopoackoi BaHK

MNeTepbyprckuia
lopoackon baHk

Tencpansiony anpexropy 000 «PyCHEM

Boponniy PA

Vaamacwsali Posas Astexcariposi!

Or mmua Axumoneproro obmectsa «[TETEPBY PI'CKUI TOPOJUCKOR BAHK» (AO
«FOPBAHK) smpaxaio Grarosaprocts kowaze 000 «PyCHEM» 3a ieapenme npoiykra
RuSIEM :

C smomcuTa ociosanus 8 1994 roay crabuasnocts seaserces ans banka oamoit wy
OCHOBONOTATAIOIMY ICHHOCTEH, KOTOPAR MAXOANT OTPMKCHME B NPHHIUAIAX OPIANIIAL
Hamelt  paGoTH ¢ KOPNODATHBNIMH W POTMMUHMMM KmMewrasi. Mu  coxpanscy
TIPHBCPACIHOCT ITOH LEHHOCTH H B SMIOXY LPOBLIX PHHAICOB, “TOBH OBECTICHNTS KINHCHTAM
MAKCHMATHIAIC CKOPOCTH M HAICAHOCTS (HHAHCOBBIX TpaaKiii uepes Hirreprer

Tpozyxr RuSTEM nrpact u peuicumi 510l 3a1am oany 3 xaioschsix posedl, Peucnie,
PaIpaboTaiOC Ballieli KOMNAHKEH, CTA10 MACTHIO «AOPOAHOM KAPTBLY 10 ONCPEAIONIENY
PasBHTHIO WidOpMAIHONHON GesonachocTn wamero Ganka. Tomy crOCOGCTROBATH GHCTpOE
BHCAPCHNE, HCUCPIMBAIOUAN (YHKUMOHATHHOCTL, KOWKYPCHTIAS CTOMMOCTL BIQACHMA i
BHCTPOE OCBOEHHE CHCTEMB HAIIMMH CTIENHATHCTANH 10 wndopMaIORIIofi Getonacrioctn
baaronaps SIEM-cucteme RUSIEM CHIOIOCH BPeMS BMRICHHS WIUAACHTS, MORBMNCH
CHOCOGM VIS ABTOMATH3AUMM PCATHDOBAHMS Ha HCTO, AOGABHANCH BOTMOKHOCTH UIA
HABIIOIEHIA 31 COCTORNIHEM HHIPOPMALKONHOR HHPPACTPYKTY b

Baaroaapuw scio kosanay RuSIEM 1a Bai npoaykT i Hazeencs 1a 10AroBpemeiiiioe
coTpymniccTso!

C yramennen,

3amecTuTens -~

R (/

AO «'OPBAHK

KoMmepueckui
UHpo baHk

«Komsepueckiii Hivto Bamer 000

al Indo Bank LLC

ropy 000 «PyCHEM

My AJEKCAIIPORITY

nueLMo

WHCTUTYT
A3POHABUTALIMA

@FYN sfockopnopauma no OpBfis FSUE «State ATM Corporations

HexomMepecKoe 06paIoBaTERIOE ypemAEME Non-Commercial Education Institution
AOIOmHTENNHOr PDOBeCcWOARIOTD 06 pa ToRANKA for vupplementary professionai train

9
MHCTUTYT ASPOHABUFALIMMS «INSTITUTE OF AIR NAVIGATION»

[P R—— Unstrtute of Air Navégation)

72202 Teepanbomy AMPEKTOPY
e 00 «PyCUEM»

Bopommmy P.A.

BArOAIPCTEEHHOE NHCHIMO

Hexommepueckoe 0BpasosaTentHoe yupemaesne AONONHUTENLHOMD NPOGECcCHOHaNsHOTo oGpazosanua
“MHCTUTYT 23poHaBMraLMm» BuipamaeT GnarogapHocTs OO0 «PyCHEMD 3a NOCTaBKy, BHeApeHwe W 8803 B
IKCAYATAUMIO PEWENUA JVIA MONHTODHHTA M YNDABACHHA COBLITHAMM NGOPMALMONHOR GEIONACHOCTH M T
MHOPACTRYKTYPLI RUSIEM.

MHCTUTYT 33poHaBMraumu Goin cosan 8 2004 roay. OBGPAIOBATENBHAN OPFANMIAUMA CHEUMANMIMPYETCA HA
OBLIEHUH KBAAHMKALMH M NEPENOATOTOBKE CNELMANHCTOB DEAEPANLHOTO FOCYABPCTBENHOMD YHHTAPHOTD
NPEANPUATUR 4TOCYABPCTBENNAN KOPNOPAUMA (10 OPFaNMIAUMW BOAYVWIHOTO ABWEWWA 8 POCCHACKOR
eRepaunun N0 HANPIBAEHHAM OPrAHH3ALMA BOSAYLIHOTO ABWKENHA, IKCAYATAUMH PAAMOTEXHHYECKOTO
OBOPYAOBAHMA W GBMAUMOMMOI DNEKTDOCBAIM, @ TAKWE NPOBOAMT CNELMANMIMPOBANHOE OGYNEHHE
IBMARUCIETUEPOB ABUALMONHOMY ATAACKOMY RIBIKY.

MaCCHPOBAHHbIE KMGEPATAKM HA POCCHICKUE FOCYAIPCTBENNBIE W YACTHBIE NPEANPHATHA B 2022 TOAY CTANM
TI0BOROM /1A AONONHKTENLHbIX MED K OBECHEHENHIO KHEEPBEIONACHOCTH HCTHTYTA 3PONIBHIAUMH, ORNOF H3
KNIOYEBHIX SKTHBHOCTE B 3TOM HANPABAENHH CTANO PAIBEPTBIBANE PEWENHA 1A MOHHTOPHNTA H YIPIBAEHHA
COBBMARNMM MHGOPMAMONHOR GEIONACHOCTH, ONO NOSBONAET BMKCHDOBATL NOMBITKM BIAOMB OPIAKMIAUMN,
KOTOPIE MOTYT CNPOBOLUMPOBATS YTEUKY ABHHBIX W HADYLUENHE PAGOTB! MHOOPMALMONHbIX CUCTEM, BEAYUME K
GMHAHCOBBIM H PENYTAUMOHHBIM NOTEPAM.

8 npouecce BHGOPA ONTHMANLHOTO PELIENHA NPEANONTERHE GHAD OTAZHO NPOTPAMAHOMY OBECTIENEHHO
RUSIEM. Pa38epTsiaatie CUCTEMSI IPOWING Ha BHICOKOM NPOGECCHOHANBHOM YPOBHE. OHO NOIBONHAC PELLIHTL
eneayoume 334

© ONOBEWATS CAEUMANMCTOB NO HHGOPMALMOHHOR BEIONACHOCTH OB AHOMANMAX BHYTPH YHaCTKOB WT-
WHGDACTRYKTYDbI 4 BHE €€ W TEM CAMbIM CHTHAAWSMPOBATE O BOSMOMNIX NONHITKAX BIAOMA H O BEPORTHBIX
TeuKaX AAHHbIX;

* ofecneuwsaT OAMHAKOBA ANA BCEX SOCHMM GWAWANOB MHCTWTYTa a3pOMABMIausM YpoBEHb
MOMMTOPHNTa;

© UENTPaAMIOBATL HAGNIOAENME M ONOBEWIEHME O COBLTMAX WHGOPMALMOMNOF Ge30NacHoCTH AMA
ONEPATHBHOTO PEATHPOBANMA K HAX;

* NPeAOCTaBTL CNEUMANHCTEM N0 MHGOPMALMOHHOR GEIONACHOCTA HOBSIE BOIMOKHOCTH, TaKHe Kak
COCTaBNEHNE NPABIN KOPPENALMH 5E3 HABLIKOE NPOTPAMMIPOBAHMUA ANA OBECIEUEHMA YyBCTBUTENLHOCTH SIEM-
CHCTEMb K HOBBIM THNAM COBLITWR, @ TAKKE BBTOMATWIALMA PEATHPOBAHWA ANA NOKANM3ALMH BOSMOMHOR
wuBeparakm

Mpumenenwe RUSIEM NOAMOCTSO OTSEN3eT Kypcy MHCTWTYTa a3pOMIBWIaLWW WA  yownewme
HHGODMALIMONNOF GE30NACHOCTH W PEAnMIALIMIO IOAXORA K YIPABNEHMIO €10 KK NPOLIECCON

Ml 6naronapum Komauay RUSIEM 33 ruGkwii u 3d®eKTMBH NPOTDAMMMSIA NPOAYKT W MOMEM
PEKOMENABATS ITO PLIEHHE AR YCHNEHHA HHOPMAUNOHHORN GE30NACHOCTH B OPTANHIALMAX C OBMILIEHHBINMA
TPEGOBANMAMY K COXPAHNOCTH AAMHIX W HEPEPHIBHOCTH PISOTECHIOAMILIMONHLIX CHCTEM

\ W D\

)
Aupexrop g M.M. Ha3apos

Mocwa, . o e S——

AEP)XXABA

BAHK

AEPXABA Tenepaannomy aupexropy 000 «PyCHE

Bopouusy Pomany Asexcanaposuuy

uewTpa, Bons) 42,c1p. 1, 9TAK 4 UACTS
TIOM 1485,

O7 «l4» wion

AT OAPCTBENHOE IHE

AKB «Jlepxasan [1AO (manee Bank) Bee BHUMAHNC  HHHOPMALHONNOI

GesonacuocTi B cBocli aBoTe. C YUETOM MOARTEHHA HOBHX BLITOBOB B 3TOMi Cepe, A TAKKE

pocta KkuGepatax na dunanconuiil cextop, omio KloueBsx 3anad Banka smisercs
BHIBTIEHNE, CHCTEMATHIAINA 1 NPEAYNIPERACHHE NHOPMAIONIEIX Yrpos. Tlowmn

W CA0RHOCTL KOt ceprt, Bank subpan pewenna RuSIEM n ofpativics k cneusatmcram
YIOi KOMIAHHH ¢ UEILIO BHE/PCHHA W ALANTALI NPoAYKTa Kitacca Sccurity Information
Event Management (ynpaniiense coGsrrusmn i indiopmainieft o Gesonachocts win SIEM)
SIEM-cucrema somnamns RuSIEM Wrpaet BawkHylo pojb B peienmn amoii 3ataum
Midopmanmonnan Gesonacuocts Banxa ¢ TIOTIHOCTEIO COOTBETCTROBATH TPEGOBa
peryaatopos  TOCT. Creumamicri Banka MOryT MaKcuMmasno

HHLILICHTS 1 OTCICAHBATE TIOGHE OAOIPHTEBHBIC ACHCTBIR, HTO

KPHTHYECKIX OMHGOK HTH HEHCTIPABIOCTH paGOTS: CHETEM.

Omnesbiias Grarosapnocts cremmamictam Komnaimi RuSIEM 3a npodeccronanbiyio paco

TIO/IEAKY HA BCCX ITANAX: OT YCTAHOBKI A0 A&TBHEHLICTO CONPOROIUICHNA. ByeCTe ¢ pocTon
KA MBI PAIBHBACM 1 ero udopmaimonnylo Gesonacnoets. Cotpyanitiectso ¢ RuSIEM

TIPOAOIKAET BXOAMTH B QhHeHING TAANM Baika B STOM HANPAmICHUH, TAK Kax rHOKoCTh

b1 H BOIMOKHOCTH ¢ QJATTTAIIN H PA3BHTHA NOHOCTRIO OTBCHAKOT HALIHM TPEOOBANMAM

peacenareas pasaenns AL Cropoaymon

Hen.: Boaxos C
Ten. +
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SOC Ha RUSIEM

Ha 6ase SIEM-cuctembl RUSIEM gns psiga KpyrnHbIX 3aKka3vynkoB COBMECTHO
C NapTHepamMu ObIfin yCnewHOo pasBepHyYTbl U PYHKLUMOHUPYHOT LEHTPbl MOHUTOPUHra
NHopMaLMoHHOW Be3onacHOCTu
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